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Variable Message Format 

Standards Conformance Testing Methodology 
Purpose.  The purpose of the paper is to define an adequate and common standards conformance test methodology to support Variable Message Format (VMF) interoperability certification testing.

Background.  JITC is evolving the Interoperability Certification Methodology (ICM) to delegate the responsibility for standards conformance testing (SCT) to the Services, while JITC concentrates on interoperability testing of systems with Joint-Staff approved Information Exchange Requirements (IERs).  While the Services have been conducting SCT for many years, each Service or agency has their own unique set of test procedures.  The test procedures are not comprehensive and do not provide JITC with an adequate assurance that systems that have passed these tests are indeed compliant to the applicable Military Standard (MIL-STD) or other standards specification.  

JITC and the services must develop a VMF common set of SCT cases, procedures, and scenarios.  This paper outlines JITC’s VMF SCT methodology, which will be reflected in the planned VMF SCT Master Test Procedure (MTP).  JITC requests that the Services approve the methodology and use of an MTP based on the methodology.

Authority.  DISA establishes the requirements for standards conformance testing, IAW with CJCSI 6212B, which states: 
DISA develops standardized test plans and procedures in coordination with the Services and agencies for conducting standards conformance testing, interoperability testing, and certification of specific classes of NSS and ITS systems.

As the DISA element responsible for standards conformance and interoperability certification, JITC has established a requirements-based VMF standards conformance test methodology.  

Scope.  The discussion for this paper is focused on VMF; however, the concepts apply for other tactical messaging.

Concept of Testing.   JITC’s primary mission is to ensure that joint systems are interoperable.  JITC tries to quantify interoperability by evaluating a system’s performance during various stages of the procurement and maintenance process.  In the ICM, JITC has defined two levels of testing: the Level 1 standards conformance level and the Level 2 operational level.  It is, however, difficult to define a clear demarcation between the two levels, especially as many issues in operational testing are caused by non-compliance to the standards.  This paper will define the extent of testing and analysis to determine VMF standards conformance.

2.1 Defining Standard Conformance Testing.  Standards conformance testing is inseparable from interoperability testing, as one is part of the other.  This paper defines standards conformance analysis as a product of several broader categories of analysis that are described in detail in the following paragraphs.  

2.1.1 VMF Message Processing.  JITC will test a system to ensure that it can effectively process VMF messages that reflect the technical requirements of the applicable VMF Technical Interface Design Plan-Test Edition (TIDP-TE) or MIL-STD.

JITC has developed VMF message sets for VMF TIDP-TE Reissue 4 (R4) and Reissue 5 (R5) that encompass a wide range of technical VMF message requirements.  The message sets are based on the following:

a. All VMF Message Types.  The Message Sets include all message types in the applicable TIDP-TE or MIL-STD.

b. All Message Cases.  For multi-purpose VMF messages that are defined with cases, the message sets include all message cases.

c. All Message Conditions.  For VMF messages that include conditionality statements, the message sets reflect the conditions.  The messages sets include valid VMF messages that meet all conditions and invalid VMF messages that break one or more condition statements.

d. All Repeated Groups and Fields.  Many VMF message are defined with fields and groups that are repeatable.  The message sets include messages with no repeats and multiple repeats.  Where practical, they include messages with the maximum number of repeats as defined in the TIDP-TE and invalid messages that exceed the maximum number of repeated groups or fields.  The message set also checks for invalid parameters in all iterations of the repeated groups and fields.

e. Data Item Breakpoints.  For each data item, the TIDP defines ranges of valid, invalid, and undefined values.  In some instances, the TIDP defines specific enumerated values.  Since we cannot include every possible value for every field in the message sets, we have determined a sampling approach that includes boundary values for legal, illegal, and undefined fields.

The breakpoint approach tests the following values:

- Lowest legal (Information) value in a range

- Highest legal (Information) value in a range

- Lowest Illegal or Undefined value in a range

- Highest Illegal or Undefined value in a range

- Lowest No Statement value in a range

- Highest No Statement value in a range

The following is an example of the data definition for a Data Item in the TIDP-TE:

	Data Item Identifier
	Value Type
	Low Value
	High Value

	1806001
	Information
	0
	179

	1806001
	Illegal
	180
	254

	1806001
	No Statement
	255
	255


In this example, we use the following values as breakpoints that would be included in the message set:

0, 179, 180, 254, 255 

In some cases, the illegal or undefined values are intermixed with the legal values.  At each transition from legal to illegal/undefined values, the lowest/ highest value approach would be used to determine the required breakpoints. 

JITC manages the R4 and R5 standards conformance message sets and will provide them to the Services for use in SCT, along with the VMF message validation results.  The complete set of messages could be used for SCT of test tools and message processors that support all VMF messages.  For operational systems, the tester must analyze the Interface Control Document (ICD) or other specification that addresses which messages are implemented and the details of each message.  With that information, the message sets can be tailored to meet the SCT requirements of the system under test.  

2.1.2 VMF Minimum Implementation (MINIMP).  Appendix A of the VMF TIDP-TE, Reissue 5, defines four levels of MINIMP, which are the minimum data exchange requirements to be implemented by all systems participating on a VMF interface.  All systems must meet these mandatory requirements to participate on any VMF interface.
MINIMP requirements are defined as:

a. The minimum set of messages required to meet the minimum information exchange requirement (IER) across functional areas for any participant on any VMF network.  These messages are the:

K01.1 Free Text


K01.2 Unit Reference Query/Response


K05.1 Position Report

b. The minimum set of message cases (only in multipurpose messages) required to meet the IER (when there are multiple purposes for a message, at least one case shall be defined for minimum implementation).  The TIDP-TE lists this MINIMP information in Section 5, Parts 1 and 2.  For example, the K02.2 message has two cases.  Case 1.1 is listed as a MINIMP case, but Case 1.2 is not.  

c. The minimum set of data fields in each message required to meet the IER.  The field level MINIMP for each message is always required for implementation.  The TIDP-TE lists this MIN IMP information in Section 5, Parts 1 and 2.  The message maps detail which data fields are mandatory for transmission and reception, and which fields are required for implementation.  

d. When a system implements a field, it must implement all data items for that field. 

To meet the requirements for VMF SCT and joint interoperability certification, a system shall meet all the MINIMP requirements identified above.  If a system has no doctrinal or operational requirement to implement any aspect of MINIMP, system proponents must submit a Request for Exemption (RFE) to the Joint Multi-TDL Configuration Control Board (CCB).  The CCB will review the RFE and, upon approval, forward it to JITC.  JITC will accept the RFE and not include the applicable MINIMP requirements as part of the SCT and the overall joint certification process.

2.1.3 Request and Response Transmit Rules.  JITC’s VMF SCT methodology also includes testing of required VMF message request and response rules.  The VMF TIDP-FTE specifies that some messages require a reply, which must be demonstrated in VMF SCT.  For example, upon receipt of a Survey Control Point Information Request (K02.20) message, the addressee will respond by transmitting a Survey Control Point (K02.7) message with the appropriate data.

The following messages have response requirements specified in either the “Expected Response” or “Special Considerations” sections of each message specification in the TIDP-FTE.

· K01.2
URN Query/Response

· K02.4
Call For Fire

· K02.6
Observer Mission Update

· K02.12 
Command to Fire

· K02.14
Message to Observer

· K02.17
C2 System Fire Mission Processing

· K02.19
Target Query/Standing Request for Information

· K02.20
Survey Control Point Information Request

· K02.27
Close Air Support Request

· K02.41
Fire Support Unit Deployment Command

· K02.56
Fire Support Database Exchange

· K02.58
CAS Aircraft Final Attack Control

· K02.59
Request for K02.57, Aircraft Attack Position and Target

· K05.20
Nuclear, Biological, Chemical Report One

· K07.10
Emergency Supply Request

In addition, paragraph 4.1.4.2  of the VMF TIDP-FTE (General Transmit/Receive Rules) states that the following messages are transmitted in response to either a standing request or a specific request for information:

· K02.2  
Registration Data.

· K02.3  
Fire Support Meteorological Data.

· K02.7  
Survey Control Point.

· K02.9  
Target Data.

· K02.11  
Ammunition Inventory.

· K02.15  
Fire Support Coordination Measures.

· K02.18  
Fire Unit Status.

2.1.4 Acknowledgements.  The VMF TIDP-FTE defines machine (communications) acknowledgments and operator (host) acknowledgments.  Table 5.8-1 of the VMF 

TIDP-FTE lists each message type, whether an acknowledgment is required, and the default precedence and classification of each message.  The following table is an extract from table 5.8-1.

	K02 – FIRE SUPPORT OPERATIONS MESSAGES

	Message Label
	Message Title
	ACK Required
	Message Precedence
	Message Classification

	K02.1
	Check Fire
	Yes
	3
	U

	K02.2
	Registration Data
	
	0
	U

	K02.3
	Fire Support Meteorological Data
	
	0
	C

	K02.4
	Call for Fire
	Yes
	1
	U

	K02.5
	Shell Report
	
	0
	C

	K02.6
	Observer Mission Update
	
	2
	U

	K02.7
	Survey Control Point
	
	0
	U

	K02.8
	Schedule of Fires
	Yes
	0
	C

	K02.9
	Target Data
	
	0
	C

	K02.10
	Fire Plan Mission/Fire Plan Cancellation
	Yes
	3
	C

	K02.11
	Ammunition Inventory
	
	0
	C

	K02.12
	Command to Fire
	Yes
	2
	C


VMF SCT procedures will address the required acknowledgments defined in Table 5.8-1 and the following applicable rules as defined in the TIDP-FTE.   

a.  If a required acknowledgement to a message is not received, the message may be retransmitted up to two times.  After two retransmissions, operator intervention is required before another message can be sent to the non-responding address.

b.  When the transmission of an acknowledgement is required of the receiving system, the acknowledgement shall be assigned the same precedence as the message received.

c.  The originator of a multiple-addressed message shall not request an acknowledgement of the message, and the receiver shall not acknowledge it.

d.  The receiver of a message with which he cannot comply shall initiate an R/C VMF message indicating the inability and the reason for noncompliance.

Note:  The US Air Force has submitted an Interface Change proposal to the TIDP-FTE which advocates removing Table 5.8-1, which reflects the default transmit and receive (T/R) rules, message precedence and message classification for VMF messages.  Discussions within the VMFSG have revealed that the table was intended for guidance only and does not indicate a mandatory requirement.  The ICP states that receipt/compliance rules, message precedence, and message classification are determined by operator requirements and MIL-STD 2045-47001.  

If the ICP is approved, the VMF SCT will still address the areas of acknowledgements, precedence, and classification.  However, the requirements will be derived from system ICDs and MIL-STD 2045-47001.

2.1.5  VMF IOP.  The IOP, which is in development, depicts the standards used in fulfilling the operational requirements through the depiction of information flow, message sequencing to satisfy information flow, and modifications caused by changes in tasks and/or organizational structure.  Upon completion, the revised IOP will become an integral component of Chairman of the Joint Chiefs of Staff Manual (CJCSM) 6120.01, Joint Multi-Tactical Data Link (TDL) Operating Procedures (JMTOP).  When the IOP is available, JITC will incorporate applicable VMF IOP information to SCT procedures.

2.1.6
MIL-STD 2045-47001 Testing.  VMF SCT cannot be separated from testing of the headers as defined in MIL-STD-2045-47001.  Testing of the header requirements will be accomplished in conjunction with VMF SCT and will be incorporated in the VMF standards conformance message sets.  

2.1.7 Symbology testing.  When the VMF messages implemented by a system under test support symbology such as MIL-STD 2525B, we will assess the symbol displays for compliance with the standard representation.  A symbol need not be an exact replica of the MIL-STD symbol to be considered conformant with the standard.  Although we encourage as systems to implement the closest possible representations of the symbols, we will not find that a system is non-compliant for minor symbology details that do not detract from the meaning of the symbol.  In other words, if an analyst can correctly identify a symbol with a high level of confidence, we will consider the symbol considered compliant.  The following types of deviations could result in a system implementation being considered non-conformant:

· Non-display of symbol

· Display of a different symbol that is not related to the intended symbol

· Poor display if a symbol such that it is easily mistaken for another symbol that conveys a different meaning

· Incorrect color 

2.1.8
VMF Coordinated Implementation Release (CIR).  DISA has promulgated a two-year CIR cycle for the VMF MIL-STD and associated standards, to include MIL-STD 188-220 and MIL-STD 2045-47001.  The last six months during the CIR schedule will be allotted for JITC standards conformance and interoperability testing of VMF-capable systems that implement the applicable MIL-STD versions prior to fielding with the new supported baselines.   JITC expects that the Services will conduct their own SCT IAW JITC-specified requirements.  JITC will participate in or conduct VMF interoperability testing during this timeframe for systems that have JS-certified requirements and are upgrading to the new baseline.  















































































PAGE  
1
DRAFT


