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Global Addressing Schema for STANAG 5066 v1.2

PURPOSE

Standard NATO Agreement (STANAG 5066) describes a profile for data communication over HF radio to ensure interoperability and reliable system operation.  It describes a set of functions, segregated logically into layers, together with the interfaces, data formats, and procedures required for interoperability.  The HF profile provides interoperability at the two major interfaces: first, the “common air interface”, describing how information is exchanged between nodes by radio; and second, the non-HF interfaces which allow external users or clients to interact with the subnetwork and with each other over the subnetwork.  As a whole, a subnetwork provides a reliable networked data-transport service for external users or clients.

With the introduction of STANAG 5066-based E-mail systems into the armed services of the United States and other nations for Allied communications, the need for a global 5066 addressing schema has arisen in order to ensure interoperability and reduce the requirement for system reconfiguration in the field.  In addition to interoperability between Fleets, the Joint and Combined nature of recent and projected military operations in the future require that any addressing standard include Army, Air Force, Marine and other governmental organizations.  Peacekeeping and other humanitarian assistance operations also require interoperability between military, governmental and non-governmental organizations.  This document sets forth an addressing schema that meets this requirement for military, governmental and non-governmental users.

DIFFERENCES BETWEEN IP and 5066 ADDRESSING

The requirement to exchange E-mail with attachments between US and Allied Operators has driven the initial deployment of systems utilizing STANAG 5066 within the military and governmental services.  E-mail systems (servers and clients) typically make use of IP addresses to exchange information.  STANAG 5066 systems utilize 5066 addresses to exchange information between 5066 nodes.  STANAG 5066 systems act as a gateway and translator between the IP “world” and the 5066 “world.”  Successful transfer of E-mail between nodes will require knowledge of unique IP and 5066 addressing information for proper system configuration.  Although IP Addresses and STANAG 5066 Addresses look similar at the bit layer, they are very different in form and function.  

IP PROTOCOL OVERVIEW

IP headers contain 32-bit (4-byte) addresses that identify the sending and receiving hosts.  Intermediate routers use these addresses to select a path through the network for the packet.  The 32-bit addresses take on the form of four bytes, w.x.y.z, where w, x, y, and z can range from 0-255.  The 32-bit address permits over 4 billion separate nodes.  

To ensure IP interoperability on a global basis, the Internet Assigned Numbers Authority (IANA) has authority over all number spaces used in the Internet.  This includes Internet Address Space. IANA allocates parts of the Internet address space to regional Internet Registries (IRs) according to its established needs.  Regional IRs operate in large geopolitical regions such as continents.  Currently, there are three regional IRs established; InterNIC serving North America, RIPE NCC serving Europe, and AP-NIC serving the Asian Pacific region.  Local IRs are established under the authority of the regional IR and IANA.  These local registries have the same role and responsibility as the regional registries within its designated geographical areas.  These areas are usually of national dimensions.

Nations and their armed services that are using, or contemplating using, IP services need to assign IP Addresses to the units that will be receiving IP services.  This includes setting aside IP Addresses and associating them with the fully qualified domain names.  Advance assignment of IP Addresses to units greatly eases the implementation of IP services in the field.

IP DOMAIN and FULLY QUALIFIED DOMAIN NAMES

Every host that runs TCP/IP must use a unique IP address when communicating with other computers in a network.  Computers operate easily with IP addresses, but people do not; users would rather identify systems by a name. To facilitate effective and efficient communication, users need to be able to refer to computers by name, and still have their computer use IP addresses transparently.

The Fully-Qualified Domain Name (FQDN) is the full name of a system, consisting of its local hostname and its domain name.  For example, "d560bfem" is a hostname, “delapenne.navy.it” is a domain name and "d560bfem.delapene.navy.it" is a FQDN.  A FQDN is associated with a unique IP, making it a unique name on the wide-area network.

Nations and their armed services that are using, or contemplating using, IP services need a FQDN naming convention.  This includes setting aside IP Addresses and establishing fully qualified domain names for the units receiving IP services.  Establishing these FQDNs in advance greatly eases the implementation of IP services in the field.
STANAG 5066 NODE ADDRESSING

The STANAG 5066 addresses, unique to each node, are used to communicate with each other in a 5066 network.  Unlike IP addresses, which are fixed at 4 bytes (32 bits) in length, the 5066 standard permits a variable address size.  5066 Addresses are available in 4-bit (half-byte) increments: 4 bits (1/2- byte), 1 byte, 1.5 bytes, 2 bytes, 2.5 bytes, 3 bytes, and 3.5 bytes.  This corresponds to an address size of 4 to 28 bits.  

A 4-bit address can accommodate 16 (24) nodes (0-15), while a 28-bit address can accommodate 228 nodes, which are over 268 million addresses.

As an example, if the 3.5-byte address size is employed, the address would be expressed as w.x.y.z, where w can be any value from 0 to 15 (the “half-byte”), and x, y, and z can be any value from 0 to 255, the address range (using the w.x.y.z format) would be 0-15.0-255.0-255.0-255.  This is similar to the format used for IP addresses, but it is important to remember that the two types of addressing are not the same.  Though they look similar, the 4-byte IP address is very different in form and function from the variable-size 0.5-3.5 byte 5066 address.

The STANAG also specifies that source and destination addresses must be of the same length.  This means that sending and receiving nodes must have the same addressing scheme; a node using 4-bit addressing would not be able to communicate with a node using 3.5-byte addressing.

Nations and their armed services that are using, or contemplating using, STANAG 5066 need to assign 5066 node addresses to the units that will be using the standard.  This includes setting aside 5066 Addresses, determining the size of those addresses (1/2-byte to 3-1/2 bytes) and associating them with any required 5066 domain names.  Advance assignment of 5066 Addresses to units greatly eases the implementation of IP services in the field.  Additional coordination is required at the Coalition level to ensure that all participants have unique 5066 addresses that are of the same address size.  Use of a common, global 5066 addressing schema would greatly facilitate interoperability.
STANAG 5066 DOMAIN NAMES

Similar to IP, every node that runs STANAG 5066 must have a unique 5066 Address that is used when communicating with other nodes.  To facilitate effective and efficient communication, users need to be able to refer to nodes by name, and still have their computer use 5066 Addresses transparently.

In order to implement E-mail services between nodes (node = STANAG 5066 compliant server/gateway), a 5066 SMTP address must be established.  This address is typically made up of a combination of alphanumeric characters.  However, using the unit’s IP domain name (delapenne.navy.it in the previous example) would greatly facilitate setup, maintenance and configuration control.  This will require that nations implementing 5066, and BFEM66 in particular, plan and implement Fully-qualified Domain Names.

ADDRESSING ISSUES

Having discussed the difference between 5066 and IP Addresses, stepping through the process of sending email between two ships equipped with Mail and 5066 servers should illustrate how IP and 5066 Addressing and domain names are used and “translated” at each node.

A user on a client workstation on Ship A composes an E-mail and sends it to a user on Ship B.  The white areas indicate IP Addressing only.  The gray area indicates 5066 Addressing or conversion to/from IP and 5066 Addressing.

	
Step 1:  Operator A creates and sends an E-Mail between the client workstation on Ship A and the Mail server on Ship A.  IP protocols and IP Addresses are used to ensure that the E-mail gets from the client to the Ship A Mail server.

    From:  UserA@ShipA_Domain_Name
    To:  UserB@ShipB_Domain_Name


Step 2:  The Mail server on Ship A sends the E-mail to the 5066 Server on Ship A using IP protocols (Simple Mail Transfer Protocol – SMTP) and IP addresses.

	
Step 3:  The 5066 Server on Ship A receives the E-mail and converts, or translates, the E-mail from a series of packets with IP headers and addressing to a series of packets with 5066 headers containing 5066 Addressing information.


Step 4:  The 5066 Server on Ship A contacts the 5066 Server on Ship B using 5066 Addressing.  Once the connection is established, the E-mail is sent to Ship B using the Compressed File Transfer Protocol (CFTP).  


Step 5:  The 5066 server on Ship B receives a stream of packets with 5066 Addressing information from Ship A via CFTP.  As these packets are received, they are reassembled into the E-mail message. 


Step 6:  The 5066 Server on Ship B provides address translation services between its 5066 node address and the Ship B IP Address.  This IP Address is associated with the Ship B Domain Name and Mail Server.  

	
Step 7:  The 5066 Server on Ship B sends the E-Mail to the Mail Server on Ship B using IP-based protocols (SMTP) and IP addressing.


Step 8:  The Mail Server on Ship B sends the E-mail to Operator B on Ship B using IP protocols and IP addressing.


Note:  Current vendor implementations of STANAG 5066 come with their own SMTP Mail Server.  If a Mail server already exists on the LAN (such as MS Exchange or Lotus Domino), then Fully-qualified Domain Names must be utilized in order to point E-Mail from the mail server located on the 5066 gateway to the LAN Mail Server. 
From this simple example, it is easy to see that there must be unique names and addresses for the 5066 Servers on each ship as well as the Mail Servers on each ship.  The Fully-qualified Domain Names of the Mail Servers give them unique names and addresses.  The 5066 servers must also have unique addresses as well, in order to establish communications.  Scaling this from two nodes to a global, multinational service will require the coordination found in IP addressing via the IANA.  To date, there is no 5066 Addressing standard or coordinating authority.  This document establishes the global 5066 Addressing standard required ensuring interoperability in the Coalition environment.

PROPOSED ADDRESSING SOLUTION

Unlike the world of IP, there is no international group like the IANA that oversees the coordination of STANAG 5066 addresses to ensure interoperability.  Two key aspects of 5066 Addressing must be standardized and agreed upon in advance to prevent duplicate addresses in a Coalition environment and having to reconfigure those systems in the field.  First, there must be a 5066 Address size that all agree to use.  STANAG 5066 requires that the transmitting and receiving nodes have the same address size.  Second, each node participating in the 5066 network must have a unique 5066 Address to prevent addressing conflicts.

To support E-mail services, there are two other requirements that need to be coordinated in advance of any operations.  Each node must have a unique, Fully qualified Domain Name.  Implicit with this is a unique IP address associated with the domain name.  Each node must also have a unique 5066 SMTP Address, generally similar in form to an IP domain name.  If these pre-requisites are not met, there is little or no guarantee of interoperability.

REGIONAL 5066 ADDRESSING

In order to provide an orderly path for the addressing process, a global addressing scheme is presented here that has been developed along the lines of the IANA.  To ensure that enough 5066 addresses are available, the 3.5 byte address size is chosen as the standard.  This should have minimal bandwidth impact, as higher bandwidth HF modems are now widely available.  This satisfies the first interoperability requirement.

Recall that the 3.5 byte STANAG 5066 address takes the form of w.x.y.z, where “w” is a half-byte (aka nibble), 4 bits in length and provides up to 16 (24 ) addresses (0-15); “x”, “y” and “z” are a full byte, 8 bits in length and provide up to 256 (28 ) addresses (0-255).  The proposed global addressing scheme uses “w” as the regional locator.  This provides over 16.7 million (224 ) potential nodes per region, which should accommodate all military and any potential non-military nodes in the foreseeable future.


Notice that the “0,” “14”, and “15” addresses are either not used or reserved for expansion or other uses.  By not using “0,” this schema forces a 3.5 byte global addressing scheme for all users.  This ensures that all users have 5066 addresses of the same size (a 5066 requirement) and that all users will have unique 5066 addresses, which is required to ensure unambiguous communications.  This also preserves the availability of ½-byte through 3-byte address space for unique situations.  However, to avoid having to reconfigure systems in the field, this paper recommends that systems be configured once with a unique 3.5-byte address.

NATIONAL 5066 ADDRESSING

With the Regions defined by “w”, we can assign specific 5066 addresses to individual nations using “x”.  This will provide for over 65,000 node addresses for each value of “x” assigned to a given nation.  Multiple values of “x” can be pre-assigned in order to give Nx65535 address nodes per nation.  Exceptions to this rule are US Government and NATO, which will likely be large-scale implementers of the STANAG and are assigned their own unique “x” address.  The list of nations is based on the “Independent States in the World,” as released by the Office of the Geographer and Global Issues, January 21, 2000.  The URL is http://www.state.gov/www/regions/independentstates.html. 

CLASS/UNIT 5066 ADDRESSING

The addressing standards for regions and major organizations (“w” and “x”) are defined and outlined above.  The next step is to develop the addressing schema used to delineate ship classes, major commands and other units (the “y-byte”).  The goal here is to correlate the “y-byte” with ship hull number or command numbering to the greatest extent possible.  Marine Corps, Army and Air Force units are also identified by unique numbers, such as 5th Air Force, 8th Army Division and 31st Marine Expeditionary Unit.  These numbers would be used as their unique identifiers.  This particular “w.x.y” schema provides for up to 255 unique units per Class/Unit Type (the “z” byte), which is more than adequate for naval platforms and should be adequate for ground units.

UNIQUE UNIT 5066 ADDRESSING

Having laid the specifications for Regional, National and Class/Unit Addressing (w.x.y), the final addressing byte (“z”) should be tied to a Tail Number for aircraft, Hull Number, in the case of ships, or Unit Number for ground units (e.g. 31 for 31st MEU).  This permits up to 255 unique 5066 Addresses per Class or Unit.  In some cases, the tail, hull, or unit number may be larger than 255.  In these cases, the last two digits of the hull or unit number should be used.

Since these 5066 Addresses are unique for each entity in each country, once established, there should be no reason to change them.  Being unique, as ships/units join or leave a Combined operation, there will be no need to reconfigure the addresses in the field.

MULTICAST ADDRESSING

Current incarnations of STANAG 5066 do make use of the multicasting features found in the standard.  A similar addressing dilemma will be faced when these multicasting features are implemented.  The STANAG 5066 user community needs to consider this problem as well.  The proposed addressing schema can support multicast addressing in a number of ways that need to be considered.

RELIABLE DATA COMMUNICATIONS OVER HF RADIO

Reliable data communications over HF radio is provided by using an ARQ data link protocol supported by modern, equalized single-tone HF data modems or other modems using modern modulation and coding techniques.  The HF radio associated with a node is assumed to be an HF SSB radio with specifications appropriate to the modems mentioned above and used within the node.

INTEROPERABILITY WITH the SUBNETWORK

The profile also defines the interface between a node and external users of the subnetwork.  While physical interfaces are left up to the system implementer (e.g., Ethernet), data formats (primitives) and procedures are defined so that external applications can make use of the subnet.  There are two reasons for including these definitions as a mandatory part of the STANAG: first, with a standard interface definition, any vendor can develop an application which makes use of the subnetwork; and second, without such a definition, interoperability is only guaranteed between nodes implemented by the same vendor.  

For the purposes of clearer discussion, the functions of the HF profile are divided into a number of sublayers.  These sublayers contain the functions that, in terms of the Open Systems Interconnection Reference Model, would be found in the Physical and Link Layers (with a few network layer functions).  STANAG 5066 focuses on the DATA TRANSFER, CHANNEL ACCESS and SUBNET INTERFACE layers.

The Subnetwork Interface Sublayer provides a common, standard interface to all users. This is the interface between the subnet and the “rest of the world”.  To reduce overhead in transmission, node addresses shall be encoded in one of several formats that are multiples of 4-bits (“half-bytes”) in length.

The Data Transfer Sublayer provides the various data transfer protocols.  These protocols provide a reliable (ARQ) data link service, as well as unreliable broadcast services, for regular data-delivery and expedited data-delivery.  The address field may be from one (1) to seven (7) bytes in length, with the source and destination address of equal length.  Since the D_PDU header must be made up of an integer number of bytes, addresses are to be available in 4-bit increments of size: 4 bits (or 0.5 bytes), 1 byte, 1.5 bytes, 2 bytes, 2.5 bytes, 3 bytes, and 3.5 bytes.

Addresses shall be in the form of a binary number. With 7 bytes available (total) for each of the user and the destination, the smallest possible address field is 4 bits; the largest possible is 3.5 bytes, or 28 bits.  This allows more than 268 million addresses, if the maximum field size is used.  A decimal number shall represent each byte or fractional byte of an address, and the binary equivalent shall be mapped into the corresponding byte.  Any fractional-byte elements in the address shall be mapped into the first (leftmost) non-zero number in the decimal representation of the address.  The remaining numbers in the decimal representation of the address shall refer to byte-sized elements in the address field.

As an example, if 3.5 bytes were used, the address would be expressed as w.x.y.z, where w can be any value from 0 to 15, and x, y and z can be any value from 0 to 255.

The Modem Sublayer provides a means for transmitting digital data over an analog channel.  STANAG 5066 has been developed specifically for use with HF modems defined in STANAG 4285 and STANAG 4529 (as well as with MIL-STD-188-110B), though use of other modems that use other waveforms is not precluded. 

The Automatic Link Establishment Sublayer automates the process of establishing a radio path (link) with one or more remote nodes.  

The Subnet Management Sublayer is the main subnet management function, in the context of this STANAG, is automatic link maintenance (ALM) in the form of adaptive control of the HF modem.  The value w will represent the most significant bits and z the least significant bits of the address.

Leading address bytes that are zero may be dropped from the address, consistent with the requirement that the source and destination address subfields must be of equal length.  Trailing address bytes that are zero shall be sent 5.0 Summary.

A global 5066 Addressing schema has been developed that provides unique 5066 Addresses based upon Region (“w”), Country (“x”), Service or Agency (“y”) and Tail, Hull or Command Number (“z”).  To ensure 5066 Address uniqueness and satisfy the 5066 requirement that all nodes in a network have a common address size, the 3.5 byte Address size is used for all nodes.  This schema permits the 5066 systems to be configured once during installation.  When aircraft, ships, and shore sites join for Coalition Operations, there is no need to reconfigure systems in the field due to the fact that all users will have unique 5066 Addresses.  The schema pre-assigns regional and country addresses, yet permits national control of the addressing at the service/agency level and below.

Mail Servers will require Fully-qualified Domain Names in order to exchange E-Mail between 5066 nodes.  An FQDN implies the presence of a Local Area Network, large or small, on board the ship or at the shore command.  The FQDN also implies that unique 

I Addresses have been assigned to the LAN and associated server(s) and client(s).  A system that permits the free exchange of E-Mail between 5066 nodes will require both unique 5066 Addresses and unique IP Addresses.  Unique IP Addresses can be obtained from national or regional authorities.  A Global 5066 Registry must be established in order to ensure the uniqueness of 5066 Addresses.

ACKNOWLEDGEMENT

This document was made possible through the efforts of Martin Jordan, Space and Naval Warfare (SPAWAR) Systems Command, who wrote the original draft from which this information was derived.
































9
DRAFT

Ver 1.0

